Digital Influence Warfare in
the Age of Social Media

JAMES J. F. FOREST

Praeger Security International

BLOOMSBURY ACADEMIC

NEW YORK « LONDON « OXFORD ¢« NEW DELHI » SYDNEY



BLOOMSBURY ACADEMIC
Bloomsbury Publishing Inc
1385 Broadway, New York, NY 10018, USA
50 Bedford Square, London, WC1B 3DP, UK
29 Earlsfort Terrace, Dublin 2, Ireland

BLOOMSBURY, BLOOMSBURY ACADEMIC and the Diana logo
are trademarks of Bloomsbury Publishing Plc

First published in the United States of America by ABC-CLIO 2021
Paperback edition published by Bloomsbury Academic 2024

Copyright © James J. . Forest, 2021

For legal purposes the Acknowledgments on p. xiii constitute
an extension of this copyright page.

Cover photos: (Taner Sumer/Alamy); (Hilchtime /Dreamstime)

All rights reserved. No part of this publication may be reproduced or
transmitted in any form or by any means, electronic or mechanical,
including photocopying, recording, or any information storage or retrieval
system, without prior permission in writing from the publishers.

Bloomsbury Publishing Inc does not have any control over, or responsibility for,
any third-party websites referred to or in this book. All internet addresses given
in this book were correct at the time of going to press. The author and publisher
regret any inconvenience caused if addresses have changed or sites have
ceased to exist, but can accept no responsibility for any such changes.

Library of Congress Cataloging-in-Publication Data
Names: Forest, James J. E, author.

Title: Digital influence warfare in the age of social media / James J. F. Forest.
Description: Santa Barbara, California : Praeger, An Imprint of ABC-CLIO,
LLC, [2021] | Series: Praeger security international |
Includes bibliographical references and index.

Identifiers: LCCN 2020054801 (print) | LCCN 2020054802 (ebook) |
ISBN 9781440870095 (hardcover) | ISBN 9781440870101 (ebook)
Subjects: LCSH: Information warfare. | Social media—Political aspects. |
Disinformation. | Mass media and propaganda. |
Mass media and public opinion.

Classification: LCC UB275 .F67 2021 (print) |
LCC UB275 (ebook) | DDC 355.3/437—dc23
LC record available at https://lccn.loc.gov /2020054801
LC ebook record available at https:/ /lccn.loc.gov /2020054802

ISBN: HB: 978-1-4408-7009-5
PB: 979-8-7651-3289-0

ePDF: 978-1-4408-7010-1
eBook: 979-8-2160-7456-4

Series: Praeger Security International

To find out more about our authors and books visit www.bloomsbury.com
and sign up for our newsletters.


www.bloomsbury.eom
https:lllccn.loc.gov/2020054802
https:/llccn.loe.gov/2020054801

Contents

Preface
Acknowledgments

1.

5.
6.
7.

An Introduction to Digital Influence Warfare

2. Goals and Strategies: Influencing with Purpose
3.
4

. Psychologies of Persuasion: Human Dimensions of

Tactics and Tools: Technical Dimensions of Digital Influence

Digital Influence
Exploiting the Digital Influence Silos in America
Information Dominance and Attention Dominance

Concluding Thoughts and Concerns for the Future

Notes

Index

vii

xiii

29
67

11
153
189
221
245
297



