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Preface 

This volume contains papers presented at E-Vote-IO 2017: Intemational Joint Con­
ference on Electronic Voting held during October 24-27, 2017 in Bregenz, Austria. 
The current edition represents the Second International Joint Conference on Electronic 
Voting (E-Vote-IO), after the merging of EVOTE and Vote-lO. 

Together with last year's conference, more than 800 experts from over 35 countries 
over the last 13 years have attended the conference series. Thus, the conference con­
tinues as one of the major events in the field of electronic voting providing ample room 
for interdisciplinary and open discussion of alI issues relating to electronic voting. 

This year, too, the conference consisted of: 

- Security, Usability and Technical Issues Track 
Administrative, Legal, Political, and Social Issues Track 
Election and Practical Experiences Track 
PhO Colloquium (on the day before the conference) 

This year's edition, E-VOTE-IO 2017, received 48 submissions, with each ofthem 
being reviewed by three to four Program Committee members, using a double 
blind-review processo As a result, 16 papers were accepted for this issue, representing 
33% of the submitted proposals. The selected papers co ver a wide range of topics 
connected with electronic voting including experiences and revisions of the real uses of 
e-voting systems and corresponding processes in elections. Beside the accepted papers, 
the volume contains three invited papers from the conference keynote speakers. 

Special thanks go to the members of the intemational Program Committee for their 
hard work in reviewing, discussing, and shepherding papers. They ensured the high 
quality of these proceedings with their knowledge and experience. 

We also would like to thank the Gerrnan Inforrnatics Society (Gesellschaft für 
Inforrnatik) with its ECOM working group for their partnership over several years. 
A big thank you goes also to the Swiss Federal Chancellery for their continued support. 
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Election Security and Economics: 
It's All About Eve 

David Basin1(1SI ) , Hans Gersbach2 , Akaki Mamageishvili2 , 

Lara Schmid1 , and Oriol Tejada2 

1 Institute of Information Security, ETH Zurich , Zurich, Switzer];ll 
basin~inf.ethz.ch 

2 Chair of Macroeconomics: Innovation and Policy, ETH Zurich, 
Zurich, Switzerland 

Abstract. A system's security must be understood with respect (o 
capabilities and behaviors of an adversary Eve. It is often assu 
security analysis that Eve acts as maliciously as possible. From an 
nomic perspective, Eve tries to maximize her utility in a game 
other participants. The game's ruIes are determined by the system 
its security mechanisms, but Eve can invent new ways af interacting 
participants. We show that Eve can be used as an interface to t'XI 

the interplay between security and economics in the domain of e1ect 
Through exampIes , we illm;trate how reasoning frOI11 both discip 
may be combined to explicate Eve 's motives and capabilities and 
this analysis could be used for reasoning about the security anel }lf~ 

mance of elections. We also point to future research directions at 
intersection of these disciplines. 

1 Introduction 

Election security is an important societal problem as attacks on c 
democracy at risk. When establishing that an election system is 
must reason about the adversarial environment iu wIlidI UH:' sy:::;(.el1 

This requires specifying the capabilities of the adversCLry, l!P!H :t-'[()rl.1. <: 

In the security community, one provides an adversary 111()(] P ] t.het1 
Eve's capabilities and assumes she will exploit. these CCLPCLbilities, i I J( Je 
the costs. For election securit.y, Ol1e typkally CLSSllllles the t'xjst.t:~I1(:(-· uf 
strong adversaries when designing the system, for examplc ()(Jv( ~rsal'i(~s 
compromise the client's platform but not thc voting ser"pl' or tlJ(' posh 

Such assumptions are usually made without detailed ecollolllic j Ilst 

In economics, one considers wha.t Eve is rat.ionally motivated to do 
looks at the entire range of sophisticated mechanisms available to her . 
the humans that use the system. For example, a wealthy adversary I 

to buy votes in elections, with adverse consequence; see e.g. [14]. 1 
economists may consider the scenario where a majority of citizens t 
voting decisions on false assumptions about their decisions ' effects, wit 
long-term societal consequences [6]. 
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